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Jean-Jacques Quisquater

* Engineer in applied math (UCLouvain, Belgium)

e PhD in computer science (Orsay, LRI, Paris-Saclay, France)
 Philips Research (in Brussels): during 20 years, and next

e UCLouvain, Louvain-la-Neuve, professor (cryptography): 20 years
e 20 patents

 Introduction of strong crypto (DES, RSA) in smart cards

e |SO : first standard about digital signature

e First blockchain on the web: 1996

e Teaching at ENS-Ulm, Paris, about cryptography (1991-2002)

* |nivited by Silvio Micali and Ron Rivest at CSAIL (and by Neil ©
e 250 papers in cryptography, security, ...



Some web sites (see also inside links) about
the history of cryptography and related hardware

* Crypto museum:
e https://www.cryptomuseum.com/index.htm

* Crypto mysteries:
e https://klausschmeh.net/

e \aria:
e https://rijmenants.blogspot.com/
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From other talks of this session

e From: The introduction

e Side-channel attacks (timing, power, electromagnetic), hardware trojans,
trusted execution environments, and the security implications of CPU
architecture. How attackers reach below the software layer.

e operation gunman

 from : Microarchitectural security
e side-channels
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Introduction: what are we speaking about?

e Software ... hardware: and what about FPGA?

e USB key: software or hardware?
e Arecent example of attack: LEDGER cryptowallet

 What about homomorphic encryption?



Simple example: Changing a QR code

* Put a dangerous paper QR code on a legitimate one:

* hardware security?



FPGA: Field-Programmable Gate Array
https://en.wikipedia.org/wiki/Field-programmable gate array

e A chip able to simulate other hardware, and software can use it

e Attacks for hardware are working
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USB key: hardware + software
https://en.wikipedia.org/wiki/BadUSB (2014)

BadUSB is a computer security attack using USB
devices that are programmed with malicious
software.For example, USB flash drives can contain
a programmable Intel 8051 microcontroller, which
can be reprogrammed, turning a USB flash drive
into a malicious device.This attack works by
programming the fake USB flash drive to emulate a
keyboard. Once it is plugged into a computer, it is
automatically recognized and allowed to interact
with the computer. It can then initiate a series of
keystrokes which open a command window and
issue commands to download malware.

2. Intel 8051
4. Flash memory
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Cryptowallet
LEDGER



Phishing attack with another hardware ...



Modification of
an authentic
hardware



OK versus fake!
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True or not?
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Phishing contexts for Ledger

* Loss by Ledger of a large set of customer addresses (internal and via
resellers),

* Pirates send emails with a fake link and some excuses to go there for
the client,
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-ully) Homomorphic encryption: then
0 we need hardware security?

Good idea!
Concept: Rivest, Adleman, Dertouzos (1978)
But very expensive:
- Long computations: need of coprocessors
- Expansion of data (60x ?)
- Long keys
Companies: IBM, Microsoft, Google, ..., ZAMA, ...

See zama:
- https://www.zama.org/introduction-to-homomorphic-encryption

Attacks exist.
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Databases and access to data

user computer

guestion

E

Ask question database

anner
<E
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Databases and access to data |l
(homomorphic encryption: 2009,
Gentry, Smart, Vercauteren, ...)

user computer

A e(guestion)

d(answer) E>
E(database)

Ask question
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Final model (draft)

user computer

o e(question)
d(answer) > E(database)

e(answer) E,D
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Old stories

Trojan horse

Kerckoffs principle

OTP

Early EMA

Operations GUNMAN and FAREWELL
TEMPEST

And more ...



Trojan horse
circa 1260—-1180 BC

e Strong myth
e constant problem (backdoor)



Codes, Ciphers,
Cryptography, smart Cards
4 historic keys for hardware

security
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Codes, Ciphers,
Cryptography, smart Cards
4 historic keys for security

BE CAREFUL!
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JOURNAL
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Auguste Kerckhoffs (journal La Cryptographie Militaire, 1883):
six design principles for military ciphers

Translated from French

e The system must be practically, if not mathematically, indecipherable;

‘ « It must not be required to be secret, and it must be able to fall into the hands
of the enemy without inconvenience;

- Its key must be communicable and retainable without the help of written
notes, and changeable or modifiable at the will of the correspondents;

e It must be applicable to telegraphic correspondence;

« It must be portable, and its usage and function must not require the concourse
of several people;

- Finally, it is necessary, given the circumstances that command its application,
that the system be easy to use, requiring neither mental strain nor the knowledge
of a long series of rules to observe.



Electromagnetic attack
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Faraday cage

(for

EMPES
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Using C ptﬂgraphy- Again;t Cryptography

Adam Young®™ and Motl Yong
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Bug Attacks

Eli Biham!, Yaniv Carmeli!, and Adi Shamir
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Design of cryptographic primitives and protocols:
some historical steps

e Security by obscurity: hiding everything

* Principle of Kerckoffs (« only the key is secret ») -
Shannon (« The enemy knows the system »)

e Resistance to linear and differential attacks
* Side-channels attacks
e Fault attacks

 New principle: « the enemy generates the key, the algorithm, the
protocol and has access to the system (software, hardware, ...)»



Operation Farewell: not only a movie



[ ]

T/ ICOMINT, /R,
United States Cryptologic History

Series VI

Volume 13

(U) Learning
Jrom the Enemy:
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US embassy in Moscow (1984): IBM typewriter

https://www.cryptomuseum.com/covert/bugs/selectric/
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Modifications (France discovered and said it to USA)



NSA report mterna\ version) + book

PET
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United States Cryptologic History
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Teletypes with a trick:
embassy of France in Moscow
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Les téléscripteurs francais (Quai d’orsay)
de 'ambassade a Moscou (1983)

. Grace a Jour, probablement, les nouveaux
téléscripteurs installés a I'ambassade de France a
Moscou, entre octobre 1976 et fevrier 1977, furent
«écoutés» pendant six ans. L'ambassade de France
a Moscou était depuis longtemps une cible favorite
du KGB, et le livre raconte comment dans les
années 60 de charmantes Mata Hari soviétiques
entreprirent de séduire I'ambassadeur, Maurice

Dejean, et |'attaché de l'air, le colonel Louis
Guibaud. ...

e « Jour » est une recrue du KGB (actif entre 1945 et
1983), employé du chiffre au Quai d’Orsay, Paris, ...



With only a
simple add-on capacitor
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Side-channel attacks (physical)
(+ covert channel)

e See also other talk
Old stories

Remote attacks:
e Timing (first attack by Kocher)

e Local attacks

e Passive:
e Plain or differential
* Timing:
* Power:
e Electromagnetic (EMA)
e QOther:

e Active:
e fault attacks



SPA
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Attacks: plain or differential?
* Plain:

 Differential: use of corrolated inputs taking into account the circuit



Set-up and output
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Smart cards and chips
(some attacks were well known long time ago)

e SPA (single power analysis)
e DPA (differential power analysis)

e Timing attacks

e EMA (electromagnetic analysis)
 DEMA



SMmart cards
(old)
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Short Story of Smart Cards

René Barjavel (1966) « La nuit des temps » (Gondas)

several inventors in USA (IBM - 1968), Japan,
Germany, France

Roland Moreno (F) pushed the right version (1974)

Michel Ugon and Louis Guillou were the technical
iInventors (~ 1977)

SPOM: single chip (security): 1981.: first crypto algo
and protocol (secret key): tests in France

first DES: 1985 (TRASEC, Belgium,TB100 -> Proton)
first RSA: CORSAIR(Philips): 1989 (coprocessor)

first RISC 32 bits: 1997 (CASCADE-> GemEXpresso)
first JAVA smart card: 1997 (Schlumberger-software)
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Ring by Moreno (1974)
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hardware security -

The chip (a complete computer)

« CPU
e security logic and sensors
« ROM: OS - including self-test procedures
« RAM (mainly static)
« (E)EPROM and/or flash memory
— cryptographic keys
— PIN
— biometric profiles
— applications
e serial I/O
Internal bus(ses)

accelerators for cryptoalgorithms DES, RSA ...
(coprocessors)
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Reset Ground Volt Clock

CPU

firewall

Oprocesso
ES — RSA -EC

RAM

ROM

The chip (IC)

security
logic

SEensors

EEPROM

flash memory
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A complete computer on one chip
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Security of smart cards

* The design of first smart cards: only
classical design for security (like OS)

e Cryptography
e Secure protocols

 From 1996 smart card as a secure
hardware (complete and correct
model)

hardware security - July 13, 2026, Jean-Jacques Quisquater - Fab Futures - Cybersecurity - Class 2026

62



Technical design of smart cards

* Objectives: efficient, not expensive, secure device

— Identification

— Authentication

— Storing money, rights ...

— Enciphering ...: SECURE COMPUTATION WITH SECRETS
 Methodology

— Design having in mind the hard possible attacks (including
future)

— New designs, new implementations, verification
 Goals:

— No correlation between the output (in the general sense) and
the internal secrets (keys)
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Commercial problem

« What if the attacks (analysis) are « better » than the
product?

 Management of the whole system (not only a smart
card)

— Early replacement of smart cards
— Tracing
— Flexible security

— Possible for many applicactions including banking
applications (more difficult for pay-TV-like
applications)
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Taxonomy of Attackers (from IBM)

Clever outsiders - Insufficient
K

nowledge of system, not highly sophisticated
equipment, look for existing weaknesses.

e Class Il — Knowledgeable Insiders - Have
potential access to most parts of systems, and
highly sophisticated tools.

e Class lll — Funded Organizations —
Governments, terrorists, Mafia have teams of
experts, big budgets, most advanced tools.

IBM®
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Class I: Hidden Key in Stone
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Class | (photo)
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Class I: scanner (+ photoshop)
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Class | (photoshop - end)
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Class |I? Free slot of a cyclotron
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1986:
1992:

1992:
1994
1995:

1995:
1997:
1998:
1998:
1999:

2000

Side Story of Side Channel Analysis

PIN code of smart card broken by timing attack ...

TNO discovers a relation between smart card power
consumption and program code

Philips did the same ...
TNO develops software to visualise program structure

BellCore invents the “MicroWave Attack”, and
Differential Fault Analysis (DFA)

Paul Kocher invents timing attack

Paul Kocher invents Differential Power Analysis (DPA)
TNO implements DPA

Gemplus invents Voltage Manipulation (VM)

TNO implements VM for Single Fault Injection (SFI)

. Q.-Samyde implements Electromagnetic Analysis (EMA)

TNO®
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Security: Baran (1964, Rand)
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EMA analysis (story)

Old printer (1976) « playing »,
A Saturday (1978) working with a CRT and a FM receiver,

Date: Wed, 18 Aug 1999 19:15:09 +0300 (EEST)
From: Berke Durak <durakb@crit2.univ-montp2.fr>
To: cypherpunks@toad.com

Subject: Controlled CPU TEMPEST emanations Hello, After having implemented and successfully tested
Ross Anderson's idea to use the video output to synthesize a mediumwave AM signal, | wondered if a similar
effect could be obtained by using only the CPU, since it was easy to correlate CPU activity with radio noise.
I've just written a quick C program that tries to force activity on the memory bus in a repetitive pattern, with
adjustable frequency. After having fiddled with the timings for about one hour, | managed to broadcast a test
tune using my Pentium 120 running Linux, giving extremely clear reception on FM band at about 87.5 Mhz (|
have in no way calculated or predicted this frequency).

Next question: Is it possible to implement a Java applet for Java smart card transmitting subliliinal information
(covert channel) using EM effects? Answer ...
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Principles of leakage

A smart card Is a computer without
peripherals, it needs external power, reset,
clock and a communication connection.

Information sources:
e time

data flow

power consumption

electromagnetic
emission

temperature

e elC. TNO®
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Generic model of card for passive attacks
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Analysis of a simple model (Vernam

secret key Kk;

Input m, output c;
.| EXOR >
mi Ki Cl mi Ki Cl
0 0 0 0 0 0
0 1 1 0 1 1
1 0) 1 1 0 1
1 1 0) 1 1 0)

If for some reason the two zeroes are not the same (SPA ...)
this perfect system is completely broken.
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Fault attacks

1
4
7

Key=1010110...
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Implementation problems
(Joye, Lenstra, Q.)

- optimisation: minimisation of the number
of multiplications and square

- Chinese Remainder Theorem

\/\‘/L — \/
PR S heda 2
Zare iin danger!
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Fault attacks on CRT (RSA)

S=md (mod N)
/ \{// fault
S,=m¢ (mod\p)‘ jémd (mod q)
S=aS.+bS
where:

a=1 (mod p) a=0 (mod q)
b=0 (mod p) b=1 (mod q)
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Without fault

* S=aS,+ b Sq where: a=1 (mod p), a=0 (mod q)
b=0 (mod p), b=1 (mod q)

 thus,
S¢(modp) =35.° (mod p)
= mde (mod p)
=m (mod p)
e same (mod q)
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With fault

where: a=1 (mod p), a=0 (mod q)
b=0 (mod p), b=1 (mod q)

Se (modp) =S.° (mod p)
= mde (mod p)
=m (mod p)
o Same-{moae)
Sé= m (mod Q)
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With fault

* |In other words, we have that
ée-m:O(mod D)
§e-m¢0(modq)

* Or
p | (S°-m)
g4 (S€-m)

e as N =p g, we get
ged ((S®-m),N) =p
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Timing attacks

RST —— GRD

® the measure of the timing and the (some) knowledge of the
implementation of the used cryptographic algorithm together a lot of well
chosen inputs-outputs with some statistical treatment give the secret key
in use (works well for RSA-like algorithms)

e countermeasure: I/O not related to the key at all (constant run-time for
instance).
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Timing attack

Key=1010110...

S(m)=0100100...
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Scenario

secret to recover

messages m; delay | <i>mj mod N)
answer = "
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Square and Multiply

To compute mk (mod N)

x=1
fori=1totdo
X = X2 (mod N)

I (k;=1) then x = xan (mod N)
od

/

\ /

Modular multiplications

(slow)
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Montgomery Multiplication

 Efficient algorithm for modular multiplication
 Running time:

constant-time optional Extra Reduction

— For a given multiplication,
* some messages will take time c,+Cgg
* others will take time c,
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od

m;
|
1

X —
for 1=1 to w do

X = X2 /
if (k=1) .|
then x = X.m,

O
long ?\

subset A

Attacking the Multiply

Consider first multiplication

(1=1)

subset B
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Is that division meaningful?

 YES, If the multiplication

x=1 is actually executed at
for 1=1 tow do
X = X2 step 1
if (k=1)
then x = x.m _
od  NO, otherwise

— by comparing A and B, we can deduce
the bit value
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First Practical Results

Result

key without error corr. with error corr.
size

size speed size speed

64 |1500-6500 |>20 bits/s | 1500-4500 >20 bits/s

128 |12000-20000 |2 bits/s  |6000-10000 4 bits/s

256 |70000-80000 |1 bit/4s  {15000-50000 |1 bit/2s

512 |+350000 1 bit/65s |100000-200000 |1 bit/(15-30)s
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		without error corr.

		with error corr.



		

		size

		speed

		size

		speed



		64

		1500-6500

		>20 bits/s

		1500-4500

		>20 bits/s



		128

		12000-20000

		2 bits/s

		6000-10000

		4 bits/s



		256

		70000-80000

		1 bit/4s

		15000-50000

		1 bit/2s



		512

		(350000

		1 bit/65s

		100000-200000

		1 bit/(15-30)s






COMPUTER NETWORK VULNERABILITIES
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Information sources:

time
data flow
power consumption

electromagnetic
emission

temperature
etc.

Potential leakages ?

Gl

-

g

"-._.

5;%‘-‘? i |
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Power analysis configuration

Chip

Digital Oscilloscope Pa—

Sensor
Pattern Generator
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SPA on RSA

§z=1

fori=t-1to0do
Z2=2%Z
If s; =1 then

“ end for
o

detail of Exponentiation in RS54

2100
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Individual clock cycles

0.0 3 3 7 z 8 \ 7
Time (in 3.5714MHz clock cycles)

Cryptography Research®
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ElectroMagnetic Analysis

e Similar processing as PA, sensing and leakage
are different.

« Use a different probe (that not interferes with
the chip):
— Hand-made (Gemplus)

— RF receiver (IBM) 1 3 mm
— Flat inductor and MEMS (UCL)

A

0.5 mm

v
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Probe: inductive, hard disk
+ photo IBM
Hand made: >100 MHz bandwidth, diam between 150 and 500 um
RF receiver


ICOM wideband radio receiver with IF output

IBM®
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MAKE YOUR OWN

IBM®
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EM Emanations Background

Origin/Types of EM Emanations

— Direct emanations from intended currents.
- Maxwell's equations, Ampere's and Faraday's laws.
— Unintentional emanations from coupling effects.
- Depend on physical factors, e.g., circuit geometry.
* Most couplings ignored by circuit designers.

* Manifest as modulation of carriers (e.g. clock
harmonics) present/generated/introduced in device.

- AM or Angle (FM/Phase) Modulation.
- Compromising signals available via demodulation.
* Propagation of EM

- Radiation, Conduction, Combination of both.
* E.g., Faint EM signals riding on power line.

IBM®
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FFT OF RAW SIGNAL FROM EXPERIMENT 1 (0-250MHZ)

25 N

1.5 7

FFT magnitude

a||| 1] | Ll | L |

' T " [T O Y
0 0.5 1 1.5 2

ERCA (VI17) IBM®
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Spatial positioning

* Horizontal cartography (XY plane)
— to pinpoint instruction related areas
— better If automated

Gemplus©
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EXAMPLE 1

 6805-based smart-card using external 3.68Mhz
clock.

e 3 Instruction, 13 cycle loop:
— Access RAM containing a value B (5 cycles)
— Check for external condition (5 cycles)
— Jump back to start of loop (3 cycles)

IBM®
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Raw signal from near-field sensor during 2 iterations of loop (26 cycles)

20| r F |

_4A0H il

Signal Amplitude
o B

_80 | | | | | | |
0 500 1000 1500 2000 2500 3000 3500 4000

Time (2 n<) IBM®
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AM Demodulated signal (150Mhz carrier, 50Mhz band) showing 2 iterations of Loop

s 7 A
= _ | _
€ 0 !
< a day
C
& ‘
Vp)

|51 513|515 3]

Time (10ns)

IBM®
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EM vs. Power

 More noisy measurements, but sharper peaks. Better
SNR => fewer samples

e Some bad instructions can leak information in EM that
allow to defeat PA counter-measures

e Basic probe for PA s a resistor (but could be a little
more developed), EM: inductive (shape, diam,
Impedance adaptation issue, ...)
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Test de bit


Bad Instructions

Instructions where some EM leakage >> Power
leakage.

Typically CPU intensive rather than bus intensive.
All architectures have BAD Instructions.

Example: Bit-test on several 6805 based systems
leaks tested bit.

IBM®
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TESTED BIT DIFFERENT

300 T

P o

_500 | | | | | | | | |
1876 1.8765 1.877 18775 1.878 1.8785 1879 1.8795 1.88

200+

IRM©
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Side Channel Conclusion
* Direct and serious threat to the security
of crypto systems
» Applicable to all algorithms

e (mostly) a non-destructive class of
attacks

e Can be developed in order of weeks,
repeated in order of hours

e Can be prevented or discouraged by
(combinations of) countermeasures
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Fault Analysis
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Faults insertion

 Aim: Cryptanalysis of an algorithm using fault(s)

-  Glitch attack clock

- Local ionisation (Rads 2003)
UV light applied to a certain location

X-rays
- Local heating

- Optical attack (Ches 2002)
Eddy Currents (ESmart 2002)
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Semi-lnvasive attacks

 Depackaging is required (access chip surface)

ﬁ

* No internal connections are required
 No expensive FIB or Laser cutter techniques
 NoO microprobing

Universitv of Cambridae®
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A static RAM

Depackaged RAM

Zoom on the regular structure

Regular structure

o
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Resistance of memories to Heavy lons

CYClotron of LOuvain-la-NEuve
HIF — Heavy ions beam
simulates the impact of cosmic
rays on chips

* Very high cost attack

* Insert and analyse induction of
faults in different memory
technologies

e Fault analyses in smart cards
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Countermeasures

e Scramble the memory structure
« CRC

« Dedicated sensors

- Opaque passivation layer or top-layer
shielding

 Self-timed circuit & Dual-rail logic

 Software countermeasures
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CRC: cycling redundance checks


Countermeasures
o Software
— Check each bit before to set/reset it
— Test integrity of all ( Data, Crypto, ... )

« Hardware :
— Scramble the memory structure
— Implement CRC (well chosen)
— Build new architecture for error detection/corrections
— Asynchronous processors
— Dedicated sensors and avoid static sensors

If there iIs a CRC check, there’s a transistor to
give a right or wrong value...

It could then be possible to lock the value
(FPGA,...).

hardware security - July 13, 2026, Jean-Jacques Quisquater - Fab Futures - Cybersecurity - Class 2026

ucL®

118



Countermeasures

A lot: New hardware design, new technology, ...
Randomize carefully!

No difference between square and multiply (add and doubling
for RSA): subtle solutions,

Verify the result before outputs,

Very mathematical, very cryptographic,
Another story
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General conclusion

Side channels:

IS a direct and serious threat to the security
of crypto systems

IS applicable to all algorithms

IS (mostly) a non-destructive class of
attacks

can be developed in order of weeks,
repeated In order of hours

can be prevented or discouraged by
(combinations of) countermeasures

ucL®
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Timing attacks — fault attacks ...
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Your wallet in Van Allen belt (December 1996)
https://catless.ncl.ac.uk/Risks/18.64.html#subj12

* One crucial question is the effectiveness of such attacks by malicious
hackers. In fact, this problem was very well studied in the contexts of

* nuclear physics and of space applications (what about the behavior of

e semiconductors in such hard environments?). In that area, there is the

e concept of SEE (Single Event Effect) and it is what we are trying to study!
 ASEE is an event induced by radiation, temperature, microwave, ..., having
e some effect one time on a device. There are many studies about that. What
 we need to know are the SEEs

e - relatively well focused (one or few bits are flipped),

e ——- and/or at a given moment,

e ——- and/or for a very short time.



Main conference about cryptographic hardware:
CHES



Active side-channel attacks: fault injection

e Joye, M., Lenstra, A. & Quisquater, J.-J. (1999). Chinese remaindering
based cryptosystems in the presence of faults. Journal of Cryptology,
12(4), 241-245.

e Against RSA:

e One faulty signature is enough to recover the secret ket if the public key is
known

e 2 faulty signatures is enough to recover the secret key if you don’t know the
public key ...



RSA:

hardware security - July 13, 2026, Jean-Jacques Quisquater -

125
Fab Futures - Cybersecurity - Class 2026



Active side-channel attacks: fault injection

- Used today in standard test for chips

- Abstract

- In this paper we describe a differential fault attack
technique working against Substitution-Permutation
Networks, and requiring very few faulty ciphertexts. The
fault model used is realistic, as we consider random
faults affecting bytes (faults affecting one only bit are
much harder to induce). We implemented our attack on
a PC for both the AES and Khazad. We are able to break
the AES-128 with only 2 faulty ciphertexts, assuming
the fault occurs between the antepenultimate and the
penultimate MixColumn.
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Air-gapped protection

* Device physically not connected to outside (difficult because need of
some power and outputs)

 Example: computer outputs only printer paper (or QR code) and
inputs only by scanning

* Example for cryptowallet: nGRAVE



Wallet nGRAVE:
input-output by QR code
https://ngrave.io

R
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https://ngrave.io/

Postquantum cryptography and
attacks in the context of hardware

 Need of research (a lot)

e Side-channel attacks and fault attacks are well working ...



Conclusion

e Security is never complete

e No winner.
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