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Cybersecurity Is A Big Concern

1

March 21, 
2019

Facebook had a massive 
breach, followed by another 

massive vulnerability 
discovery

1



7/6/26

2

Cybersecurity is a Big Problem

è The Good Guys are good, but the Bad Guys continue to 
get better faster.  The Bad Guys are very innovative.

è The incidents are increasing in sophistication, frequency 
and costs, and AI promises to speed this up even more.

è Our families and our organizations (large and small) are 
inadequately prepared.

è It’s impossible to be 100% protected.
è Recovery is costly and resource intensive, if even 

possible.

Cybersecurity is more than just 
stealing credit card or customer 
information today… it’s about 

making money (malware), disrupting 
your business (ransomware), using 
you or your business to get to your 
customer’s systems (supply chain 
attacks), or stealing your IP/other 

assets (nation-states)
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We need new mechanisms 
to be cyber resilient
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My BHAG (Big, Hairy 
Audacious Goal): 

Raise the
Cyber- Resilience

Of Every Organization
©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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How well-protected are you and your 
organization from a cyber-attack?

How fast would your organization 
recover if there was a major cyber 

incident?

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Most organizations spend 80% of 
time and resources on protection 
plans and 20% on response and 

recovery plans. 

But we still see many successful 
cyber attacks…. Why?

Why Can’t We Be Protected Enough?

The US National Institute of 
Standards and Technology (NIST) 

Cybersecurity Framework provides 
a great outline of the most 
important areas for your 
cybersecurity strategy.

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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If we cannot completely protect our 
organization from cyber attacks, we 
need a different way to think about 

the problem.

MIT Research: 
Cyber Resilience or Cyber Protection

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Resilience is a Different 
Way Of Thinking Than Protection

* source: National Institute of Standards and Technology. Framework for Improving Critical Infrastructure Cybersecurity. https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf. 

Protection: keeping the bad guys 
out

Resilience: assume the bad guys 
will get in and have a 
plan to minimize 
damage and restore 
operations

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Our vision: When your organization 
experiences an attack, there is zero damage…
      No impact on operations
      No impact on financial health
      No data loss or compromise
      No impact on your reputation

MIT Research: 
Cyber Resilience or Cyber Protection

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Design for Resilience

9

Anticipation: activities that prepare an organization for known and unknown cyberthreats 
Absorption: activities that reduce the immediate impact of a breach

Responsiveness: activities that reduce the duration of a breach
Shaping/ Reimage: activities that embed lessons learned and prepare for future events

Resilience: The ability to anticipate then experience a shock, absorb it without significant 
loss, then respond in a manner that brings the organization back to equivalent or higher 
performance level.

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Mechanisms Used to Build Cyber Resilience

10

Building 
Cyber 

Resilience

Culture of 
Cybersecurity

Cyber Critical 
Communicatio

ns Plan

Table-top 
exercises to 

practice 
response

Supply chain 
processes and 
relationships 

based on trust

Cyber Insurance

Ecosystem/ 
collective 

operational 
resilience

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu

We Built a Balanced Scorecard For Boards to Use 
to Govern and Manage Cyber Risk and Resiliency

* source: National Institute of Standards and Technology. Framework for Improving Critical Infrastructure Cybersecurity. https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf. 
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If we cannot protect ourselves, our families or 
or our organization from cyber attacks, how 
can we become more cyber-resilient? 

MIT Research: 
Cyber Resilience or Cyber Protection

Our research suggests that focusing just on 
protection is not enough.  Focus on cyber-

resilience to change the way leaders approach 
cybersecurity.

©2026 Keri Pearlson and Cybersecurity at MIT Sloan (CAMS).  All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu

One Component of Cyber Resilience 
is your Cybersecurity Culture

14
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This is a human-centric issue as much as 
it is a technology issue.

We need human-centric solutions as well 
as technology solutions to be effective.

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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People in our organizations are 
still a common entry point for 

cyber issues.

-people use poor passwords
-people click on links

-people fall for phishing
-people share company assets

-people use business processes without 
considering security

Let’s dive deeper…

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Our research studies…

How can we reduce the human risks from 
our team members? 

How can we create a culture of 
cybersecurity?

MIT Research: 
Building a Culture of Cybersecurity

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Defining Cybersecurity Culture

A Cybersecurity Culture: 
The Beliefs, Values and Attitudes that drive 

cybersecure Behaviors in an organization

18©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Cybersecurity Culture  Model

External Influences

Managerial 
Mechanisms

Values

Attitudes

Beliefs

Behaviors

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Cybersecurity Culture  Model

Behaviors

External Influences Values

Attitudes

Beliefs

Managerial Mechanisms

Performance 
Evaluation

Rewards and 
Punishments

Cybersecurity 
Training

Organizational 
Learning

Culture 
Leadership

Communications 
Plan 

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Cybersecurity Culture  Model

Behaviors

External Influences

Managerial Mechanisms

Society/National 
Cybersecurity Culture

External Rules and  
Regulations

Peer Institutions

Performance 
Evaluation

Rewards and 
Punishments

Cybersecurity 
Training

Organizational 
Learning

Culture 
Leadership

Communications 
Plan 

Top Management 
Priority

Top Management 
Participation

Top Management 
Knowledge

Values, Attitudes and Beliefs

Community 
Norms and Beliefs Teamwork

IT/ Business 
Collaboration

Group Level

Individual Level

Employee‘s Self-
Efficacy

Cybersecurity 
Policy 

Awareness

General Cyber 
Threat Awareness

Job-related 
Cybersecurity 

Behavior

Org-related 
Cybersecurity 

Behavior

Leadership Level

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Increasing Effectiveness: Cultivate Culture

©2026  Keri Pearlson All Rights Reserved.  For copies or to use any of these 
materials, please contact kerip@mit.edu

Stage 1: 
Adhoc

Stage 2: 
Defined

Stage 3: 
Managed

Stage 4: 
Developed

Stage 5: 
Dynamic

Cybersecurity 
is a technical 
term, used to 
put 
protections in 
place. 
Employees are 
told what to 
do in training 
and awareness 
campaigns

Managers 
identify 
desirable 
behaviors, and 
put some 
mechanisms in 
place to create 
values, 
attitudes and 
beliefs

Culture leader 
who owns, 
creates, 
manages and 
evolves 
cybersecurity 
culture

Cybersecurity 
is a top priority 
of leaders, and 
creates 
environment 
where 
‘cybersecurity 
is part of 
everyone’s job’

Cybersecurity 
culture adapts 
naturally to 
build in new 
mechanisms as 
environment 
and threats 
evolve

22
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MAPS: Our Cyber Culture Effectiveness 
Measurement Model

23

Management/Leadership:
Ownership and motivator for culture
• Culture leader
• Resilience plans
• Supervisor involvement

Attitudes/Values/Beliefs:
The unwritten rules
• Individual empowerment
• Individual responsibility
• Team support

Strategy:
Goals and Plans
 •Group Collaboration
•Just in time learning
• Funding culture initiatives

Policies and Practices:
Rules and procedures
• Training
• Compliance
• Rewards/consequences ©2026 Dr. Keri Pearlson.  All Rights Reserved.

Attitudes, 
Values, 
Beliefs

MAPSStrategy

Management

Policy and 
Practices

23

Our current research on 
cybersecurity culture assesses the 
values, attitudes, beliefs and 
perceptions to identify ways to 
increase effectiveness.

We are testing our approach right 
now.

MIT Research: Measuring 
Effectiveness of Cybersecurity Culture

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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How can we create a culture of 
cybersecurity in our organizations 
and families ?

MIT Research: 
Building a Culture of Cybersecurity

Our research suggests that changing values 
attitudes and beliefs is the key to creating 

cybersecure behaviors.

©2026 Keri Pearlson.  All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu

Using AI Securely

27
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Seen on the NYC Subway:

28

There are 3 ways AI intersects with cybersecurity today:

Bad guys can 
use AI too!

AI and Cybersecurity

Workers using 
AI create new 
vulnerabilities

Cybersecurity uses 
AI to find 

vulnerabilities

29
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Changing Threat Landscape
New Threat Example

Social Engineering at Scale - AI generated phishing are highly personalized
- Deepfake voice and video impersonate people we know
- Chatbots can conduct believable conversations

Content Manipulation creates 
Misinformation

- Deepfakes sway public opinion
- AI can create fake articles and posts at scale
- Reputational damage from making it appear that someone said or did 

something they never did
Offensive and Technical Attacks - Craft malicious inputs (images, prompts, data, etc) to cause AI to make wrong 

decisions
- Insert adaptable malware that avoids detection by changing it’s signature or 

behavior.
Advanced Automation of Attacks -     Bots controlled by AI optimize DDoS attacks

- Break passwords using AI to prioritize likely passwords
- Use AI to create fake identities that pass verification protocols

Attacks on AI Systems - Use AI to Modify malicious content so detection tools miss it
- Use unsecured, unsanctioned AI tools (shadow AI) to get inside organization
- Use prompts with proprietary information for training data

30

32
©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu

AI Security Requires Different 
Mechanisms to Reduce Risks 

from AI Use

32
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The temptation to use AI is overwhelming. 
Managers and workers see seductive gains in 
productivity, and vendors are embedding AI 
into their new service offerings. 

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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But conventional risk management 
only sees the tip of the iceberg. 

Productivity New 
· 1 ;:. Gains Capabilities Efficiency 

Hidden Human & Cultural Risks 

A

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Prompt

Model

Training Data

Response

Prompt Injection
Insecure Output Handling

API / Plugin / 
Human

Training Data 
Poisoning

Permission IssuesData Leak
Data Disclosure

Excessive Agency 

Over Reliance

Malicious/Insecure  
Plugins

Model Theft

BUILD | TRAIN | TEST

Hallucinations

Copyright
Biases
Feedback poisoning 

AI (LLMs) Have Many Attack surfaces
DoS Supply Chain

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu: Source for this slide is work done b Etay Maor

35

MIT AI Risk Taxonomy: 7 Categories of Risks

Source: The MIT AI Risk Repository. 2025. https://airisk.mit.edu/ ©2026 Keri Pearlson.  All Rights Protected.  For copies of these slides please contact kerip@mit.edu

36
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Al amplifies human risk factors that must be managed 

Hallucinations & Wrong Decisions 

Employee Deskilling 

• • • • • ,..__ .... 
• •• • 

• 

Data Leakage & Privacy Violations 

Deep Fakes & Misinformation 

Inherent Bias 

Data Poisoning 

How are you preparing your organization for this new class of risk? 
Isl\ NotebookLM 

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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AI governance mitigates these risks
Good AI governance includes: 

To ensure that AI is used responsibly, safely, and in alignment 
with organizational values.

©2026 Keri Pearlson.  All Rights Protected.  For copies of these slides please contact kerip@mit.edu
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Why organizations need AI governance

Key challenges include lack of expertise, 
collaboration issues, and fragmented 
data. ©2026 Keri Pearlson.  All Rights Protected.  For copies of these slides please contact kerip@mit.edu
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Components of Good Governance of AI for Organizations

Controls for Risk, Use, 
and Impact03

Governance Policies02

Executive Oversight01

Monitoring and 
Management Processes05

04 ● Donec risus dolor porta venenatis 
● Pharetra luctus felis
● Proin in tellus felis volutpat 

Design, Develop, and 
Deployment Guidelines

©2026 Keri Pearlson.  All Rights Protected.  For copies of these slides please contact kerip@mit.edu
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Components of Good Governance of AI for Organizations

Monitoring and 
Management Processes05

Controls for Risk, Use, 
and Impact03

Governance Policies02

Executive Oversight01

04
● Donec risus dolor porta venenatis 
● Pharetra luctus felis
● Proin in tellus felis volutpat 

Design, Develop, and 
Deployment Guidelines

Includes: 

● Board’s Role
● Committees and their Role
○ Ethics Committe
○ Responsible AI Use Committee

● C-level Executives Role
○ Chief AI Officer
○ Chief Risk (AI Risk) Officer
○ Chief Technology Officer
○ Chief Information Officer
○ Chief Data Officer

©2026 Keri Pearlson.  All Rights Protected.  For copies of these slides please contact kerip@mit.edu
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Components of Good Governance of AI for Organizations

Monitoring and 
Management Processes05

Controls for Risk, Use, 
and Impact03

Governance Policies02

Executive Oversight01

04 ● Donec risus dolor porta venenatis 
● Pharetra luctus felis
● Proin in tellus felis volutpat 

Design, Develop, and 
Deployment Guidelines

Includes: 

● Compliance and Regulation Policies
● Responsible, Ethical, and Acceptable 

Use Policies
● Risk Management Policies

©2026 Keri Pearlson.  All Rights Protected.  For copies of these slides please contact kerip@mit.edu
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Components of Good Governance of AI for Organizations

Monitoring and 
Management Processes05

Controls for Risk, Use, 
and Impact03

Governance Policies02

Executive Oversight01

04
● Donec risus dolor porta venenatis 
● Pharetra luctus felis
● Proin in tellus felis volutpat 

Design, Develop, and 
Deployment Guidelines

Includes: 

● Risks
● Impacts
● Access
● Data protection/confidentiality
● Bias, fairness, and accountability
● Privacy and safety

©2026 Keri Pearlson.  All Rights Protected.  For copies of these slides please contact kerip@mit.edu
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Components of Good Governance of AI for Organizations

Monitoring and 
Management Processes05

Controls for Risk, Use, 
and Impact03

Governance Policies02

Executive Oversight01

04 ● Donec risus dolor porta venenatis 
● Pharetra luctus felis
● Proin in tellus felis volutpat 

Design, Develop, and 
Deployment Guidelines

Includes: 

● Plans (Ethical review, risk rating
● Building (Data, explainability audits
● Validation (Gates, bias, and stress testing
● Deployment (Sign off approvals, re-do 

plans)
©2026 Keri Pearlson.  All Rights Protected.  For copies of these slides please contact kerip@mit.edu
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Components of Good Governance of AI for Organizations

Monitoring and 
Management Processes05

Controls for Risk, Use, 
and Impact03

Governance Policies02

Executive Oversight01

04
● Donec risus dolor porta venenatis 
● Pharetra luctus felis
● Proin in tellus felis volutpat 

Design, Develop, and 
Deployment Guidelines

Includes: 

● Auditing
● Detection of drifting
● Performance checks (the right output)
● Training
● Security (compromised models, training, 

incident response)
● Decommission plans (when, why, how)

©2026 Keri Pearlson.  All Rights Protected.  For copies of these slides please contact kerip@mit.edu
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Governance Contributes to the Culture

External Influences

Managerial 
Mechanisms

Values

Attitudes

Beliefs

Behaviors

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu

Governance
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We Are Currently Researching AI Security 
Beliefs… We Are Asking…

1. What do employees know 
about the risks and 

vulnerabilities from using 
GenAI?

2. How can we create a 
culture of AI security to 

manage these risks?

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu

48

Why Managing Human Risk Matters
AI impacts people, not just systems.

Overtrust leads 
to oversight 

failure

Autonomy & 
skills can erode

The cost is 
expensive

Bias is built in

Poorly designed AI can 
replicate and amplify 

discrimination.

Humans defer 
judgment, especially 

when AI appears 
confident.

When humans become 
passive executors, 
skills atrophy over 

time.

From lawsuits to 
reputational loss — AI-
related failures impact 

more than IT.

49
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Preliminary Results*: What Risks do you 
Consider when you use GenAI?

2%

12%

17%

25%

35%

48%

55%

77%

85%

I do not pe rsonally worry about any risks to my work whe n I use  these type
of AI tools

Other (Ple ase spe cify):

AI might e ventually replace my role or core functions of my work (e.g., Job
security)

I worry I will be held  re sponsib le  for AI errors , e ve n if we do not know who
is at fault (e.g., Lack of Accountability)

Us ing AI might lead me to make biased decisions  or produce unfair
outcomes  such as in h iring or evaluations  (e.g. Bias and D iscrimination)

I might uninte ntionally commit plagiarism or vio late  copyrights  using AI
gene rated content (e.g., Legal/Copyright Issues)

I will become too reliant on AI tools to do my job (e .g., Loss of Critical
Thinking/Creativity)

AI tools might leak my company’s confidential data or my personal 
information (e.g., Data Privacy/Security)

AI might provide me with wrong information that makes me look
unreliable (e .g. Inaccuracy/Hallucinations)

* This data is from responses from 40 individuals in the xPro AI Class March 2026

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Preliminary Results*: What do you do to 
Mitigate or Manage these Risks?

1%
5%

25%
30%

45%
64%

75%
78%

I do not currently take specific s te ps to manage these risks. (None)

Other (p le ase specify):

I cle arly label any work that was generate d by AI. (Disclosure)

I consult with  I T or manageme nt before us ing new AI tools . (Consultation)

I avoid using AI tools  comple tely for sensitive tasks. (Avoidance)

I actively seek out e ducation on safe AI  practice s. (Train ing)

I remove sensitive/ client data before inputting it into AI. (Anonymization)

I manually fact-check all AI outputs.  (Verification)

* This data is from responses from 40 individuals in the xPro AI Class March 2026

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Preliminary Results*: What Does Your 
Organization Want you to do?

2%

15%

20%

28%

43%

45%

55%
60%

60%

Other (Ple ase Specify):

My organization has  not established specific s te ps or requirements for AI
use. (No Formal Policy)

I'm supposed to cle arly labe l or d isclose any work I do that was partially or
fully generated by AI. (Content Disclosure )

I'm supposed to avoid the use of AI entirely for specific sens itive tasks or
high-stakes decisions.  (Usage  Restriction)

I'm supposed to complete a mandatory train ing or certification on safe and
ethical AI practice s. (Formal Training)

I'm supposed to consult with  I T, legal,  or manageme nt before adopting any
ne w AI tools. (Pre-use Consultation)

I'm supposed to manually fact-check or verify all AI-generated outputs for
accuracy before us ing it in  my work. (Manual Verification)

I'm supposed to remove all sens itive or proprietary data before inputting
information into AI tools. (Data Anonymization)

I'm only supposed to use company-approve d AI tools.  (Tool Designation)

* This data is from responses from 40 individuals in the xPro AI Class March 2026
©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Seen on the NYC Subway:

53
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AI risks can compromise the work done 
by your employees. We want to build a 

culture of AI security.

Thinking about the human-centric risks, 
and using our culture framework, what 

behaviors do you want to see when your 
employee use AI?

What can you do to build those values, 
attitudes and beliefs?

Let’s Discuss… (in the chat)

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Action Plan: 
Build Cyber and AI Resilience

• Find ways to personally step up: Model the 
behaviors necessary to keep your organization, your family 
and yourself secure. Shine light on being part of the solution.

• Make heroes of the people who do cybersecure 
behaviors: Others will follow. This will create  the values, 
attitudes and beliefs that drive a cybersecure culture.

• Implement AI with risk management in mind: 
Find ways to insure skills are not lost and AI actions/results 
are not blindly followed.

• Create resilience in addition to protection: Build 
processes to respond/recover quickly and practice, practice, 
practice.

©2026 Keri Pearlson. All Rights Reserved.  For copies or to use any of these materials, please contact kerip@mit.edu
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Dr. Keri Pearlson

kerip@mit.edu 

THANK YOU!
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