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Cybersecurity is more than just
stealing credit card or customer
information today... it’s about
making money (malware), disrupting

your business (ransomware), using
you or your business to get to your
customer’s systems (supply chain
attacks), or stealing your IP/other
assets (nation-states)

We

©2026 Keri Pearlson. All Rights Reserved.

need new mechanisms
to be cyber resilient

My BHAG (Big, Hairy
Audacious Goal):
Raise the
Cyber- Resilience
Of Every Organization

For copies or to use any of these materials, please contact kerip@mit.edu
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How well-protected are you and your
organization from a cyber-attack?

How fast would your organization
recover if there was a major cyber
incident?

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu

Why Can’t We Be Protected Enough? er
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Most organizations spend 80% of

NIST

8 e g time and resources on protection
% & plans and 20% on response and
o recovery plans.

The US National Institute of

standards and Technology visT) - BUL We still see many successful

Cybersecurity Framework provides

a great outline of the most Cyber attaCkS amnn Why?

important areas for your
cybersecurity strategy.

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please

If we cannot completely protect our
organization from cyber attacks, we
need a different way to think about

the problem.

contact kerip@mit.edu
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Resilience is a Different
Way Of Thinking Than Protection

MIT

Protection: keeping the bad guys

out

Resilience: assume the bad guys
will get in and have a

plan to minimize

damage and restore
operations

e of Standards and Technology. Framework for Im
©2026 Keri Pearlson. All Rights Res:

source: National Institutt proving Critical Infrastructure Cyberse
erved. For copies or to use

any of these materials, please contact kerip@mit.edu

curity. https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf.
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An Action Plan for Cyber
Resilience

It's impossible to avoid all cyber risk. Here'

’s how to make
your company more res|

ilient in the face of new threats.
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Our vision: When your organization
experiences an attack, there is zero damage...

No impact on operations

No impact on financial health

No data loss or compromise

No impact on your reputation

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu

Design for Resilience er
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Resilience: The ability to anticipate then experience a shock, absorb it without significant

loss, then respond in a manner that brings the organization back to equivalent or higher
performance level.

Resilient company

Nonresilient company

PERFORMANCE

TIME

ANTICIPATION ABSORPTION RESPONSIVENESS SHAPING

Anticipation: activities that prepare an organization for known and unknown cyberthreats
Absorption: activities that reduce the immediate impact of a breach
Responsiveness: activities that reduce the duration of a breach
Shaping/ Reimage: activities that embed lessons learned and prepare for future events

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu 9
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Ecosystem/
collective
operational
resilience

Cyber Insurance

Culture of
Cybersecurity

Cyber Critical
Communicatio
ns Plan

Building
Cyber

Resilience

Table-top
exercises to

practice
response

Supply chain

processes and

relationships

based on trust

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu 10
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We Built a Balanced Scorecard For Boards to Use
to Govern and Manage Cyber Risk and Resiliency

MIT
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/

Financial Assessment

Balanced Scorecard for Cybersecurity Resilience

Resilience
A

~

Technological Assessment

e

-
~

Organizational Assessment

o

NG

Supply Chain Assessment

J

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu

* source: National Institute of Standards and Technology. Framework for Improving Critical Infrastructure Cybersecurity. https://nvipubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf.
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Cyberattacks Are Inevitable.
Is Your Company Prepared?

by Dr. Keri Pearlson, Brett Thorson, Stuart Madnick, and Michael Cod:

RESEARCH HIGHLIGHT

An Action Plan for Cyber
Resilience

It's impossible to avoid all cyber risk. Here's
your company more resilient in the face of n¢g

Michael Coden, Martin Reeves, Keri Pearlson, Stuart Madnic
Berriman -

January 04,2023
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Cybersecurity And Digital Privacy | A Tool to Help Boards Measure Cyber

Cybersecurity And Digital Privacy

A Tool to Help Boards
Measure Cyber Resilience

L s
——
8 )
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Summary. During our research, we asked cybersecurity leaders, board directors

and other subject matter experts about board cybersecurity discussions and the
had

reporting given to boards in prep: for these Al

strong opinions about... more

By now most boards know that cybersecurity is a business risk that they must
oversee and ensure proper mitigations are in place. In an earlier article, we

13
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One Component of Cyber Resilience

is your Cybersecurity Culture

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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This is a human-centric issue as much as
it is a technology issue.

We need human-centric solutions as well
as technology solutions to be effective.

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu

15

Let’s dive deeper... er
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People in our organizations are
still a common entry point for
cyber issues.

-people use poor passwords
-people click on links
-people fall for phishing
-people share company assets
-people use business processes without
considering security

erip@mit.edy

16
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MIT Research:
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Our research studies...

How can we reduce the human risks from
our team members?

How can we create a culture of

cybersecurity?
17
Defining Cybersecurity Culture er
MANAGEMENT
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A Cybersecurity Culture:
The Beliefs, Values and Attitudes that drive
cybersecure Behaviors in an organization

18



Cybersecurity Culture Model

External Influences

4=m) | Behaviors

Managerial ' Beliefs
Mechanisms

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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Cybersecurity Culture Model

External Influences

Values
Attitudes havi
Managerial Mechanisms “ Behaviors
Culture Communications
Leadership

Blan ‘4> Beliefs

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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Cybersecurity Culture Model

MIT
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External Influences

P
Cvbersecurity Culture

Values, Attitudes and Beliefs

SLOAN SCHOOL

External Rules and Leadership Level
Regulations
& ||
Group Level lob-related
Managerial Mechanisms ‘t Belict H Teamwork H ¢ - ‘
: ¢ Cubersequrity
| == - :
‘ Leadership H Plap Individual Level Eehavior
) Cvbersecurity
Evaluation Bunishments Efficacy Awareness
=l

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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Increasing Effectiveness: Cultivate Culture

MIT

MANAGEMENT
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Cybersecurity
is a technical
term, used to
put
protections in
place.
Employees are
told what to
do in training
and awareness
campaigns

Stage 2:

Defined

Managers
identify
desirable
behaviors, and
put some
mechanisms in
place to create
values,
attitudes and
beliefs

Stage 3:

Stage 4:
Developed

Managed

Culture leader Cybersecurity

who owns, is a top priority

creates, of leaders, and

manages and creates

evolves environment

cybersecurity where

culture ‘cybersecurity
is part of
everyone’s job’

Stage 5:
Dynamic

Cybersecurity
culture adapts
naturally to
build in new
mechanisms as
environment
and threats
evolve

©2026 Keri Pearlson All Rights Reserved. For copies or to use any of these

materials, please contact kerip@mit.edu
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MAPS: Our Cyber Culture Effectiveness M“‘
Measurement Model MANAGEMENT
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Management/Leadership:
Ownership and motivator for culture
e Culture leader

¢ Resilience plans

e Supervisor involvement

Strategy:

Goals and Plans

*Group Collaboration
eJust in time learning

¢ Funding culture initiatives

Strategy

Attitudes/Values/Beliefs:
The unwritten rules
¢ Individual empowerment

Policies and Practices:

Policy and ivi ibili
Rules and procedures e ricae o !rndlwdual restpon5|b|I|ty
. . L]
e Training am suppor
¢ Compliance
d ReWardS/ConseqUenceS ©2026 Dr. Keri Pearlson. All Rights Reserved

23

MIT Research: Measuring
Effectiveness of Cybersecurity Culture manacement
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Our current research on
cybersecurity culture assesses the
values, attitudes, beliefs and
perceptions to identify ways to
increase effectiveness.

We are testing our approach right
now.

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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MIT Research:
Building a Culture of Cybersecurity

MIT
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Harvard
Business

H ow c i: 5] Review Persuasion | How Yahoo Built a Culture of Cybersecurity
]

'ersuasion

and fai How Yahoo Built a Culture
of Cybersecurity

by Dr. Keri Pearlson, Sean Sposito, Masha Arbisman, and Josh A.
Schwartz

o

ﬂ
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Using Al Securely

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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Seen on the NYC Subway: MIT

SLOAN SCHOOL

Al and Cybersecurity

There are 3 ways Al intersects with cybersecurity today:

Cybersecurity uses
Al to find
vulnerabilities

Workers using
Al create new
vulnerabilities

Bad guys can
use Al too!

i <ero

29
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Changing Threat Landscape
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New Threat

Example

Social Engineering at Scale

Al generated phishing are highly personalized
Deepfake voice and video impersonate people we know
Chatbots can conduct believable conversations

Content Manipulation creates
Misinformation

Deepfakes sway public opinion

Al can create fake articles and posts at scale

Reputational damage from making it appear that someone said or did
something they never did

Offensive and Technical Attacks

Craft malicious inputs (images, prompts, data, etc) to cause Al to make wrong
decisions

Insert adaptable malware that avoids detection by changing it’s signature or
behavior.

Advanced Automation of Attacks

Bots controlled by Al optimize DDoS attacks
Break passwords using Al to prioritize likely passwords
Use Al to create fake identities that pass verification protocols

Attacks on Al Systems

Use Al to Modify malicious content so detection tools miss it
Use unsecured, unsanctioned Al tools (shadow Al) to get inside organization
Use prompts with proprietary information for training data

i <ero

30

MIT
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Al Security Requires Different

Mechanisms to Reduce Risks
from Al Use

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu

32
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Al is delivering
unprecedented gains
across the enterprise.

The temptation to use Al is overwhelming.
Managers and workers see seductive gains in
productivity, and vendors are embedding Al
into their new service offerings.

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu

A NotebookLM

33

+ Productivity New
Gains Capabilities

r

o " ,_'

While managers attempt to mitigate these risks
through training and awareness activities...

these are just not enough.

Efficiency

idden Human & Cultural Risks

16
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Al (LLMs) Have Many Attack surfaces

DoS

o _Insecure Output Handllng
Prompt Injection
¢ > Data Leak
. Permlssmn Issues
_ Data Disclosure - Response >

BUILD | TRAIN | TEST

Model

Supply Chain

A

API / Plugin /
Human

A

Over Reliance
—>

Copyright Model Theft
Biases

Feedback poisoning

Excessive Agency

Malicious/Insecure

_Training Data

° Plugins
Poisoning

Training Data

v

i <ero

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu: Source for this slide is work done b Etay Maor

35

MIT Al Risk Taxonomy: 7 Categories of Risks

1. 2. 3. 4,
Discrimination Privacy & Misinformation Malicious actors &
& Toxicity security misuse
0.0

5 6. 7.
Human- Socioeconomic & Al system safety,
computer enviornment failures and
interaction harms limitations

Source: The MIT Al Risk Repository. 2025. https:/airisk.mit.edu/

©2026 Keri Pearlson. All Rights Protected.

- -
For copies of these slides please contact kerip@mit.edu IIIII xPRO

36
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Al amplifies human risk factors that must be managed

Hallucinations & Wrong Decisions Data Leakage & Privacy Violations Inherent Bias
i.”_' !‘; ,‘:E
& \&/

Employee Deskilling Deep Fakes & Misinformation Data Poisoning

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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Al governance mitigates these risks

Good Al governance includes:

STRUCTURES  PROCESSES

[ To ensure that Al is used responsibly, safely, and in alignment
with organizational values, T sero.

39
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Why organizations need Al governance

@
= 2

o
0

Key challenges include lack of expertise,
collaboration issues, and fragmented

data.
40

AN

Assigns Ensures
Responsibility Ethical Use

Establishes clear Promotes fairness, Without governance,
ownership and transparency, and organizations are
accountability for Al responsible Al vulnerable to:
systems across deploymentin line

teams and with organizational e Biasin

leadership values decision-making

e Privacy violations

e Ethical lapses

Misuse O A eomce T om0

Components of Good Governance of Al for Organizations

Executive Oversight

Governance Policies

Controls for Risk, Use,
and Impact

Design, Develop, and
Deployment Guidelines

Monitoring and
Management Processes

I L
©2026 Keri Pearlson. All Rights Protected. For copies of these slides please contact kerip@mit.edu I I" xPRO.
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Components of Good Governance of Al for Organizations

Executive Oversight

Governance Policies

Controls for Risk, Use,
and Impact

Design, Develop, and
Deployment Guidelines

Monitoring and
Management Processes

42

Includes:

® Board’s Role
® Committees and their Role

O Ethics Committe

O Responsible Al Use Committee
® C-level Executives Role

O Chief Al Officer
Chief Risk (Al Risk) Officer
Chief Technology Officer
Chief Information Officer

@)
@)
@)
O Chief Data Officer

I II -
©2026 Keri Pearlson. All Rights Protected. For copies of these slides please contact kerip@mit.edu II xPRO.

Components of Good Governance of Al for Organizations

Executive Oversight

Governance Policies

Controls for Risk, Use,
and Impact

Design, Develop, and
Deployment Guidelines

Monitoring and
Management Processes

43

Includes:

® Compliance and Regulation Policies

® Responsible, Ethical, and Acceptable
Use Policies

® Risk Management Policies

I -
©2026 Keri Pearlson. All Rights Protected. For copies of these slides please contact kerip@mit.edu I I“ xPRO.
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Components of Good Governance of Al for Organizations

Executive Oversight

Governance Policies

Controls for Risk, Use, Includes:
and Impact ® Risks
® |mpacts
Design, Develop, and ® Access
Deployment Guidelines ® Data protection/confidentiality
® Bias, fairness, and accountability
Monitoring and ® Privacy and safety

Management Processes

I I I 1
©2026 Keri Pearlson. All Rights Protected. For copies of these slides please contact kerip@mit.edu II xPRO.

44

Components of Good Governance of Al for Organizations

Executive Oversight

Governance Policies

Controls for Risk, Use,
and Impact

Design, Develop, and Includes:

Deployment Guidelines ® Plans (Ethical review, risk rating
® Building (Data, explainability audits
® \/alidation (Gates, bias, and stress testing
® Deployment (Sign off approvals, re-do
plans) o JHT ero

Monitoring and
Management Processes

45
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Components of Good Governance of Al for Organizations

Executive Oversight

Governance Policies

Controls for Risk, Use,
and Impact

Design, Develop, and
Deployment Guidelines

Monitoring and
Management Processes

46

Includes:

Auditing
Detection of drifting
Performance checks (the right output)
Training
Security (compromised models, training,
incident response)
_Decommission plans (when, why, how) Il sero

Governance Contributes to the Culture er

MANAGEMENT

SLOAN SCHOOL

External Influences Values
Attitudes .
“ Behaviors
Managerial Beliefs
Mechanisms
©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu 47

47
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'We Are Currently Researching Al Security  par
Beliefs... We Are Asking... MALBSHRS

1. What do employees know
about the risks and
vulnerabilities from using
GenAl?

2. How can we create a
culture of Al security to
manage these risks?

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu

48

48

Why Managing Human Risk Matters

Al impacts people, not just systems.

The cost is
expensive

Bias is built in Overtrust leads Autonomy &
to oversight skills can erode
failure

From lawsuits to
reputational loss — Al-
related failures impact

more than IT.

Poorly designed Al can Humans defer When humans become

replicate and amplify judgment, especially passive executors,
discrimination. when Al appears skills atrophy over
confident. time.

i <ero

49
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Preliminary Results*: What Risks do you MIT
Consider when you use GenAl? MANAGEMENT

SLOAN SCHOOL

Al mightprovide me with wrong information that makes me look 85%
unreliable (e.g. Inaccuracy/Hallucinations) °

Al tools might leak my company’s confidential data or my personal 77¢y

information (e.g., Data Privacy/Security) o

| will become too reliant on Al tools to do myjob (e.g., Loss of Critical
o - 55%

Thinking/Creativity)
I might uninte ntionally commit plagiarism or violate copyrights using Al 48‘y
generated content (e.g., Legal/Copyrightlssues) o

Using Al might lead me to make biased decisions or produce unfair _ 35(y
outcomes such asin hiringor evaluations (e.g. Bias and Discrimination) 0

I worry | willbe held responsible for Al errors,even if we do notknow who 25%
is at fault (e.g., Lack of Accountability) 0
Al mighteventually replace my role or core functions of my work (e.g., Job 17%
security) 0
Other (Please specify): 12%

I do not personally worry about any risks to my work when | use these type
of Al tools

2%
* This data is from responses from 40 individuals in the xPro Al Class March 2026

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu

50

Preliminary Results*: What do you do to Ml'r
Mitigate or Manage these Risks? iy -

SLOAN SCHOOL

78%
75%
64%
45%

I manually fact-check all Al outputs. (Verification)
| remove sensitive/clientdata before inputtingit into Al. (Anonymization)

| actively seek outeducation on safe Al practices. (Training)

I avoid using Al tools completely for sensitive tasks. (Avoidance)
30%
25%

| consult with ITor management before using new Al tools. (Consultation)
| cleary label any work that was generated by Al. (Disclosure)

5%

1%

Other (please specify):

I do not currently take specific ste ps to manage these risks. (None)

* This data is from responses from 40 individuals in the xPro Al Class March 2026

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu

51
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Preliminary Results*: What Does Your

Organization Want you to do?

MIT

MANAGEMENT

I'm only supposed to use company-approved Al tools. (Tool Designation)

I'm supposed to remove all sensitive or proprietary data before inputting
information into Al tools. (Data Anonymization)

I'm sup pos ed to manually fact-check or verify all Al-generated outputs for
accuracy before using itin my work. (Manual Verification)

I'm supposed to consult with IT, legal, or manageme nt before ado pting any
new Al tools. (Pre-use Consultation)

ethical Al practices. (Formal Training)

55%
45%

I'm supposed to complete a mandatory training or certification on safe and _ 43(y
(]

I'm supposed to avoid the use of Al entirely forspecific sensitive tasks or
high-stakes decisions. (Usage Restriction)

I'msupposed toclearly labelordisclose anywork | do that was partiallyor
fully generated by Al. (Content Disclosure)
My organization has not established specific ste ps orrequirements for Al
use. (No Formal Policy)

Other (Please Specify): | 2%

28%
20%
15%

* This data is from responses from 40 individuals in the xPro Al Class March 2026

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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60%
60%

Seen on the NYC Subway: MI,
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Let’s Discuss... (in the chat) MIT

MANAGEMENT

. . SLOAN SCHOOL
Al risks can compromise the work done
by your employees. We want to build a

culture of Al security.

Thinking about the human-centric risks,
and using our culture framework, what
behaviors do you want to see when your

employee use Al?

What can you do to build those values,
attitudes and beliefs?

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu

54

Action Plan: 'r
Build Cyber and Al Resiliencewanacement

SLOAN SCHOOL

Find ways to personally step up: Model the
behaviors necessary to keep your organization, your family
and yourself secure. Shine light on being part of the solution.

Make heroes of the people who do cybersecure

behaviors: Others will follow. This will create the values,
attitudes and beliefs that drive a cybersecure culture.
Implement Al with risk management in mind:
Find ways to insure skills are not lost and Al actions/results
are not blindly followed.

Create resilience in addition to protection: Build

processes to respond/recover quickly and practice, practice,
practice.

©2026 Keri Pearlson. All Rights Reserved. For copies or to use any of these materials, please contact kerip@mit.edu
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THANK YOU!

Dr. Keri Pearlson
kerip@mit.edu
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